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Data Breach Protocols

Purpose

This procedure provides guidance for Mount St Bernard College (MSB) in meeting mandatory obligations (the
Mandatory Data Breach Notification Scheme) for the management of data breaches likely to result in serious
harm. This provision in the Australian Privacy Act 1988 came into force on 22 February 2018.

Application
This procedure will be used by all staff at MSB.

Procedure

Under the Mandatory Data Breach Notification scheme, organisations must notify individuals whose personal
information is involved in a data breach that is likely to result in serious harm. This notification must include
recommendations about the steps individuals should take in response to the breach. The Australian
Information Commissioner must also be notified of eligible data breaches.

Identifying a data breach

A data breach occurs when there is:

e Unauthorised access - by someone not approved e.g., an employee, contractor or hacking
e Unauthorised disclosure - personal information made accessible or visible to others

e Loss - accidental or inadvertent loss of personal information.

Is serious harm likely?

This is determined by a ‘reasonable person’ test as to whether the data breach would likely result in serious

harm. In making this assessment, three factors should be taken into account:

e The type of personal information —is it ‘sensitive information” under the Privacy Act 1988, financial
information, or information that can be used for identity fraud

e The circumstances of breach — how many individuals involved, are they young people

e The nature of harm that may result

e Examples of serious harm include identity theft, significant financial loss, threats to physical safety,
humiliation, damage to reputation, marginalisation or bullying.

A quick guide to assessing data break risk factors is provided in Attachment 2.

Can serious harm be prevented?

If an organisation can take remedial action to prevent serious harm, notification is not required. For example,
an organisation may be able to confirm that information has not been accessed, may block access or remotely
delete information. If remedial action prevents harm to only some within a larger group, notification is not
required to individuals for whom the harm has been prevented.



Who needs to be notified?

Once it has been determined that a data breach that is likely to result in serious harm has occurred, the
individuals concerned and the Australian Information Commissioner must be notified.

Notifications must include:

e Identity and contact details of organisation

e A description of the data breach

e The kind of information involved

e Recommendations about steps to take in response to the data breach.

Timeframe for notification

An organisation has a maximum of 30 days to make an assessment as to whether a notifiable data breach has
occurred. Once it is determined that a breach has occurred, the Australian Information Commissioner and
individuals concerned must be notified as soon as practical.

Developing a Data Breach Response Plan — template

Attachment 3 provides a template for developing a data breach response plan. The response plan sets out:
e Procedures to be followed and responsibilities of relevant staff

e The evaluation process for possible data breaches

e Notification procedures to be followed

e Communication strategy and liaising with stakeholders

e Actions for remedying and preventing breaches.

Reflection

"For you have maintained my just cause; you have sat on the throne giving righteous judgment." Psalm 9:4
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